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Abstract 

Within a corporate privacy-preserving system, the issue of 

outsourcing the association rule mining task is taken into 

account. Therefore, privacy-preserving data mining is a research 

topic that is concerned with the security established from 

personally identifiable information when taken into account for 

data mining. We create a secure comparison technique and an 

effective homomorphic encryption scheme to guarantee data 

privacy. then suggests a frequent item set mining approach 

supported by the cloud that is used to create an association rule 

mining approach. The solutions are made for external databases 

that let several data owners communicate their information 

securely and productively without sacrificing data privacy. 

Compared to the majority of other solutions, the solutions leak 

less information about the raw data. The Rob Frugal encryption 

method is suggested as a solution to the security issue created 

by authorised users using external datasets.This system's 

proposed Rob algorithm incorporates fictitious patterns in 

cyphers for objects stored in the database. The false patterns 

contained in the outsourced data may increase the capacity 

overhead. We include weighted support in the original support 

of items to address this issue by lowering the number of false 

patterns and raising the security level for outsourced data with 

less complexity. To reduce storage requirements, the fictitious 

transaction table data is transformed into a matrix format. 

Outsourced data is more secure in the proposed work because 

process attacks based on items and item sets are not feasible. 

 
 

ABSTRACT 

 Within a corporate privacy-preserving system, the issue of outsourcing the association rule 

mining task is taken into account. Therefore, privacy-preserving data mining is a research topic that is 

concerned with the security established from personally identifiable information when taken into 

account for data mining. We create a secure comparison technique and an effective homomorphic 
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encryption scheme to guarantee data privacy. then suggests a frequent item set mining approach 

supported by the cloud that is used to create an association rule mining approach. The solutions are 

made for external databases that let several data owners communicate their information securely and 

productively without sacrificing data privacy. Compared to the majority of other solutions, the 

solutions leak less information about the raw data. The Rob Frugal encryption method is suggested as 

a solution to the security issue created by authorised users using external datasets. 

 This system's proposed Rob algorithm incorporates fictitious patterns in cyphers for objects 

stored in the database. The false patterns contained in the outsourced data may increase the capacity 

overhead. We include weighted support in the original support of items to address this issue by 

lowering the number of false patterns and raising the security level for outsourced data with less 

complexity. To reduce storage requirements, the fictitious transaction table data is transformed into a 

matrix format. Outsourced data is more secure in the proposed work because process attacks based 

on items and item sets are not feasible. 

INTRODUCTION 

 Association rules for identifying patterns between products in extensive transaction data 

captured by supermarket Point-Of-Sale (POS) systems. For instance, the rule revealed by a 

supermarket's sales data might suggest that if a consumer purchases potatoes and onions at the same 

time, they are likely to do the same with hamburger meat. Such data can serve as the foundation for 

judgments on marketing initiatives like, for example, promotional pricing or product placement. 

Association rules are used today in numerous application fields, including as Web usage mining, 

intrusion detection, and bioinformatics, in addition to the example from market basket analysis given 

above. 

 

Homomorphic Encryption Scheme 

 The cypher texts can be subjected to one or more plaintext operations (such as addition and 

multiplication) using a homomorphic encryption technique. Additive homomorphic encryption is the 

term for the system if the addition operation is permitted. The method is referred to as multiplicative 

homomorphic encryption if the multiplication operation is permitted. The suggested approach 

suggests a safe outsourced comparison strategy in addition to an effective homomorphic encryption 

method. They provide an effective homomorphic encryption strategy to enable safe outsourced 

computation of supports and confidences, as well as a secure outsourced comparison scheme for 

comparing supports and confidences with thresholds, to prevent the exposure of supports and 

confidences. 

 

Efficient Homomorphic Encryption Scheme 

 Most homomorphic encryption techniques are asymmetric. One encryption/decryption key 

using only modular additions and multiplications is proposed in this study, which is substantially 

more efficient than asymmetric (public and private keys) systems. The method is more effective than 

the homomorphic encryption techniques used in other association rule mining and frequent item set 

mining methods since it just calls for modular additions and multiplications. The suggested system is 

included in the scheme, which allows for numerous homomorphic additions and a constrained 

number of homomorphic multiplications. 

 The proposed techniques can possibly be used in a wide variety of secure compute 

applications, although they are created for the data mining solutions described in this research. 
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Preprocessing and mining are the two stages of the association rule mining system. Data owners and 

the cloud work together during the preprocessing stage to create an encrypted joint database at the 

cloud's end as well as certain auxiliary data for mining that protects privacy. The cloud mines 

association regulations for data owners in the mining stage while protecting privacy. Instead of 

mining association rule candidates during the mining stage, the cloud mines frequent item set 

candidates. In order to recover the actual frequent item sets, the data owners must first decrypt the 

encrypted verifying results and frequent item set candidates. 

 

Privacy-Preserving Outsourced Mining 

 Before outsourcing, the database's data objects are often encrypted with a substitution cypher. 

Thus, the substitution cypher is not vulnerable to counter frequency analysis attacks. The data owner 

hides the item frequency in the encrypted database by inserting bogus transactions as a defence 

against frequency analysis attacks. Any item in the encrypted database will have a frequency with at 

least k 1 other items after the bogus transactions have been inserted. The owner of the data uploads to 

the cloud the encrypted database of both genuine and made-up transactions. The frequent item sets 

and their supports are returned to the data owner after being processed by a traditional frequent item 

set mining algorithm on the cloud.  

 The owner of the data updates these item sets by deducting them from the associated 

occurrence counts in the fictional transactions. The data owner then creates association rules based on 

the frequent item sets discovered after decrypting the received item sets with the revised supports 

higher than the frequency threshold. The solutions employ their methods to thwart frequency 

analysis attacks that the cloud might launch and hide the raw data from it. The current 

implementation is resistant against chosen-plaintext attacks on encrypted things, but it is prone to 

frequent analysis attacks The same supports provided to data owners will likewise leak if this 

technique is applied to databases that are vertically partitioned.  

 Homomorphic encryption is a form of cryptography that dispenses with the necessity to 

decrypt ciphertexts in order to evaluate arbitrary functions on encrypted data. This project uses the 

most advanced homomorphic encryption techniques. The approach is based on mining in vertically 

partitioned databases while protecting privacy. In this case, data owners are interested in learning the 

association rules or frequent item sets from a large data collection while disclosing as little as possible 

about their (sensitive) raw data to other data owners and outside parties. The privacy-preserving 

frequent item set mining solution for vertically partitioned databases is part of the proposed system, 

and it is used to create a privacy-preserving association rule mining solution. 

  In the cloud, you can obtain a better level of privacy because the majority of solutions 

currently in use call for sharing/exposing raw data or disclosing the precise supports to data owners. 

Due to these restrictions, sensitive data from the raw data is exposed. Privacy - Data owners should 

have as limited access to other data owners' databases as possible. To prevent information about the 

raw data from leaking, a data owner's raw transaction details should not be exposed, and the 

supports should be hidden. The same goes for exact confidence levels, which can be utilised to 

deduce details about the raw data. The suggested solutions ought to guard the cloud-based mining 

results as well. Performance is typically lowered as a result of privacy-preserving measures. 

 

The k-anonymity   

 Both of these techniques modify individual pieces of data to prevent their precise 

identification. The k-anonymity method effectively reduces the granularity of data representation so 
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that a particular set of data maps onto at least k other records in the data. Techniques like 

generalization and suppression are required. The k-anonymity method is flawed in that sensitive 

values can be deduced for the altered data if there is uniformity of sensitive values within a group. In 

order to achieve anonymization, the l-diversity model was created to handle this problem by 

requiring intra group variety of sensitive values. The goal is to make it as difficult as possible for 

adversaries to precisely identify individual records using combinations of data properties. The 

dataset needs to be made anonymous as the initial step. 

  The ARX Anonymization Tool is used to perform the anonymization procedure. Using this 

technology, the attributes of age, the number of pregnant women, and class were chosen for 

anonymization. In order to achieve data anonymity, the anonymization procedure uses the 

generalisation technique, which involves generalising an attribute from the chosen dataset. The 

hiding failure after the data has been anonymized is the outcome that is gathered following the 

anonymization procedure. 

CONCLUSION 

 A privacy-preserving outsourced frequent item set mining solution for vertically partitioned 

databases is included in the proposed system. Consequently, the data owners can outsource mining 

tasks on their shared data while protecting privacy. A privacy-preserving outsourced association rule 

partitioned database is created based on this solution. The solutions shield a data owner's raw data 

from cloud storage and other data owners. The technologies also guarantee the confidentiality of 

cloud mining findings.  

 The solutions leak less information about the data owner's raw data than the majority of 

existing solutions. Solutions are suited for use by data owners who want to outsource their databases 

to the cloud but demand a high level of privacy without compromising on performance because 

evaluation has also shown that they are very efficient. An effective homomorphic encryption method 

and a safe outsourced comparison scheme were given in this research to actualize the solutions. 

Beyond the data mining techniques discussed in this study, both schemes have potential applicability 

in other secure computation contexts, such as secure data aggregation. Future study will concentrate 

on demonstrating the applicability of the suggested homomorphic encryption scheme and outsourced 

comparison scheme in various contexts. 
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