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Abstract 

Covert Timing Channels (CTC) have become an impending 

network security problem as the sophistication and use of data 

exfiltration carried out by cyber-attacks has increased. Inter-

arrival periods are used by these channels to steal sensitive data 

from targeted networks. Machine learning approaches are 

increasingly being used to detect CTCs, which use statistical-

based measures to distinguish malicious (covert) traffic flows 

from genuine (overt) traffic flows. Given the attempts of cyber-

attacks to elude detection and the expanding column of CTCs, 

covert channels detection must increase in both performance and 

precision in order to detect and prevent CTCs, as well as reduce 

the quality of service degradation caused by the detection process. 

We provide a new image-based method for fully autonomous 

vehicles in this research. Our strategy is based on the fact that 

covert channels provide communications that can be transformed 

into colored  visuals. Our approach is based on this observation 

and is meant to detect and find the malicious part (i.e., a sequence 

of packets) within a traffic flow automatically. Our technique 

lowers the drop in service quality caused by blocking complete 

traffic flows in which hidden channels are found by finding the 

covert components within traffic flows. To detect covert traffic, 

we first convert traffic flows into colored images and then extract 

image-based attributes. We use these attributes to train a classifier 

on a huge dataset of covert and overt traffic. We use these 

attributes to train a classifier on a huge dataset of covert and overt 

traffic. This method achieves remarkable results, with a detection 

accuracy of 95.83 percent for cautious CTCs and a covert traffic 

accuracy of 97.83 percent for 8-bit covert messages, much above 

the capabilities of commonly used statistical-based solutions. 
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Introduction 

Covert channels are useful for smuggling sensitive information out of targeted 

networks. This method of exfiltration is particularly effective since it makes use of existing 

system resources that were not designed to send sensitive data for communication purposes. 

By doing so, typical detection mechanisms such as firewalls and intrusion detection systems 

are unable to identify the transport of covert data. 
 

I. EXISTING SYSTEM 

In the current system, securing through numerous metrics is not possible. It is not 

possible to encrypt the image and secure the message at the same time. We go over the many 

CTC detection and prevention methods that have been proposed in the literature. We 

investigated two types of study for the design and evaluation of our suggested approach: 

statistical-based CTC detection and machine learning-based CTC detection. The sequence 

connection has a bad link. 
 

DRAWBACKS 

Simple tests are ineffective at detecting complex and resilient CTC algorithms. It 

makes no attempt to overlap (imitate) the time-delays experienced by overt traffic. The 

packet time-delay configuration was configured to equal the overt traffic's twofold mean 

inter-arrival time. When contrasted to overt traffic, it frequently generates traffic anomalies. 

 

II. PROPOSED SYSTEM 

The proposed methodology is ELIPTICAL CURVE CRYPTOGRAPHY with 

COVERT TIMING CHANNELS. Because of their capacity to effectively identify covert 

timing channels, machine learning algorithms have been applied in numerous CTC detection 

systems. In general, these approaches use a labelled set of overt and covert data flows to train 

and develop machine learning models using various metrics (or features). a new method for 

detecting hidden timing channels that is both automated and accurate I got around it and was 

able to secure the image encryption. Elliptical curve cryptography with covert timing 

channels is the most efficient and time-saving method. 

 

ADVANTAGES 

The delay of transmission times of packets plays a key role in evading detection by 

cyber defendership enables to utilize the popular image processing techniques to extract more 

robust image-based features for further processing. It aims at providing a comprehensive 

analysis of various classifiers and accuracy measures to provide the flexibility to select the 

classifier. It provides the ability to drop only the malicious part of traffic flows while 

allowing the rest of the traffic flow to pass through. 

 

III. LIST OF MODULES 

 Index generation 

 Bug Fixing 

 Digital Image Correction 

 Hidden Data 
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A. Index  generation 

The textured image is loaded in the index value generation, and the value is assigned 

to a specific spot based on the texture of the image pixels. This can be used to store and 

encrypt data as well as retrieve information. 

B.  Bug Fixing 
A patch is a series of modifications to a computer programme or its supporting data 

that are intended to update, correct, or improve it. This involves addressing security flaws and 

other defects, and such updates are sometimes referred to as bugfixes or bug fixes. When the 

source code for compiled and image object applications is unavailable, patching allows them 

to be modified. 

C.  Digital Image Correction 
The method of algorithmically creating a large digital image from a tiny digital 

sample image by exploiting its structural features is known as texture synthesis. It is a subject 

of computer graphics study and is applied in a variety of applications, including 

steganography. 

D. Hidden Data 

The hidden data will simply be the remaining produced by dividing the new pixel by 

the appropriate factor. This is a method in which the data is buried in the difference between 

neighbouring pixels, so that simply extracting a few bits will never reveal the secret data. 

 

IV. PERFORMANCE EVALUATION 

Our evaluation aims to assess (a) the effectiveness of our approach in detecting covert 

timing channels under various cyber-attack defence evasion configurations; (b) the ability of 

our approach to pinpoint the covert part (set of packets) of the traffic sub-flow; and (c) 

compare and contrast different machine learning classifiers in detecting CTCs based on their 

accuracy and interpretability. 

 

V. CONCLUSION 

Snap Catch is a revolutionary technique for detecting hidden timing channels that is 

both automated and accurate. Snap Catch is a covert traffic detection tool that uses image 

processing and machine learning algorithms. First, utilizing a unique method that captures the 

concrete aspects of network traffic and portrays them in colourful images, the system 

translates traffic inter-arrival times into coloured images. 
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