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Received 24" December 2024 Received paper, we reduce the size of the IoT network traffic data feature
in revised form 4 April 2025 using the Long Short-Term Short-Term Memory Autoencoder
Accepted 6 May 2025 (LAE) codec section. In order to classify network traffic samples

correctly, we analyze long-term variables related to low-
dimensional feature produced by LAE using Bi-directional Long
Short-Term Memory (BLSTM). Comprehensive testing was
performed with BoT-IoT databases to confirm the effectiveness of
the proposed DL hybrid method. The results show that LAE
significantly reduced the memory space required for data storage
of large network traffic by 91.89%, and exceeded the standard
features of reducing feature by 18.92 -27.03%. Despite the
significant reduction in feature size, the deep BLSTM model
shows strength against low model equity and over-equilibrium. It
also acquires a good ability to adapt to the conditions of binary

classification.

1. INTRODUCTION

With the selection of the active feature and the accurate detection of Bot-loT attacks in the IoT
network area using a new development database. The database includes Internet of Things, with
normal traffic flow and several online attacks on botnets attacks. In order to track accurate traffic and
improve an active database, a virtual test bed is used for the development of this database with
functional information features. Similarly, in order to improve the performance of the machine
learning model and the effective guessing model, many features were extracted and added to a set of
extracted features. However, for best performance results, the extracted features are labeled, such as
attack flow, stages, and subdivisions. Today, Internet of Things (IoT) technology is growing
exponentially day by day, and every minute, more and more devices are connected to this technology.
By using this technology, daily life becomes easier and more organized. For example, initially, IoT
technology was limited to small offices and apartments, but today, loT technology is integrated into
industries to make it more reliable and time-saving. However, IoT technology is becoming an integral
part of our daily lives. By 2021, IoT technology will grow, and more than 27 million IoT devices will
be connected, which will be a major change in the world of IoT technology. With the rapid
development and popularity of Internet of Things (IoT) devices, an increasing number of Internet
attacks have targeted these devices. It is said that most IoT site attacks are botnet-based attacks. Many
security vulnerabilities still exist on IoT devices because most of them do not have enough memory
and a calculator for robust security systems. In addition, many existing law-based detection systems
can be blocked by attackers. In this study, we proposed a botnet detection (ML) framework based on
botnet-based detection systems. An effective feature selection approach is adopted for the efficient
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use of the weight loss system. Botnet is a network of multiple bots designed to perform malicious
activity on a targeted network controlled using a single control unit and control unit called a
botmaster. Infected computer bots are remotely controlled by the botmaster without the sign of a hack
and are used to perform malicious activities.

Objectives:
e  The main purpose of our project is to detect network attacks
e Implementing a factor size reduction such as a Partial Component Analysis (PCA), to reduce
the amount of size in the database.
e  Using the default encoder for compressing raw data.
Using a deep learning algorithm like LSTM and CNN, for better performance.
e Improving performance analysis.

Problem Statement:

The most common way to detect botnets is to track and analyze the attack itself while the
standard security solutions provide visibility and determine which attacks are coming from the
botnet. Botnets can contain thousands of hackers and can be used to attack a variety of Internet-based
attacks, especially flood-targeted networks and devices with too much traffic and data theft by
hackers.

2 System Proposal
2.1 Existing System

Deep Learning (DL) is an effective way to detect botnet attacks. However, the amount of network
traffic data and the required memory space are usually large. Therefore, it is almost impossible to use
the DL method on memory-restricted IoT devices. In this paper, we reduce the size of the IoT network
traffic data feature. The system is designed to minimize feature size. Then, use algorithms for
advanced reading algorithms such as LSTM and default encoder. Also used for Bidirectional LSTM.
Comprehensive testing was performed with BoT-IoT databases to confirm the effectiveness of the
proposed DL hybrid method. The results show that LAE significantly reduced the memory space
required for data storage of large network traffic by 91.89%, and exceeded modern means of reducing
modern features by 18.92-27.03%. Despite the significant reduction in feature size, the deep BLSTM
model shows strength against the model of inequality and over-equity. It also acquires a good ability
to adapt to the conditions of binary separation with multiple categories.

2.2 Proposed System

In this program, a Bot-Iot data set was taken as installed. Input data is taken from the database.
Then, we must take the initiative to process the data. in this step, we should manage the missing
values to avoid incorrect guessing, encoding the input data label and to normalize / measure input
data. Then, we should apply a reduction in feature size such as Key Segment Analysis (PCA) is one of
the most common line conversion methods while kernel methods, spectral methods and DL methods
use non-line conversion techniques. Next, we should use the default embedded method of the
unlocked DL method that generates a hidden representation of the input data in the hidden layer.
Different configurations for the default encoder are suggested to reduce the feature size in the most
popular network login databases. Then, we have to use in-depth learning algorithms like Long-Term
Memory (LSTM) and Convolutional Neural Network (CNN). Finally, test results show that
performance metrics such as accuracy, precision, memory and confusion matrix.

3 Implementation
3.1 Data Selection:

Input data collected from a database. In our process, a Bot-IoT database is used. Data sorting is the
process of getting malicious traffic. The database includes Internet of Things, with normal traffic flow
and several online attacks on botnets attacks. In order to track accurate traffic and improve an active
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database, a virtual test bed is used for the development of this database with functional information
features. Similarly, in order to improve the performance of the in-depth learning model and the
effective guessing model, many features were extracted and added to a set of extracted features.
However, for best performance results, the extracted features are labelled, such as attack flow, stages,
and subdivisions.
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3.2 Data Pre-processing;:

Pre-data processing is the process of extracting unwanted data from the database. Pre-processing
data conversion functions are used to convert databases into machine-readable formats. This step
includes cleaning up the database by removing unimportant or damaged data that may affect the
accuracy of the database, making it more efficient. Missing data deletion Phase data Missing data: In
this process, empty values such as missing values and Nan values are replaced by 0.Missing and
duplicate values were extracted and data deleted from any variables.

Phase data encoding: That category data is defined as a variable with a limited set of label
values.That most machine learning algorithms require numerical input and outputvariables.
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FIGURE 4.2.2.2: AFTER LABEL ENCODING
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3.3 Data Normalization:

Python provides a pre-processing library, which contains the custom function to make the data
normal. It takes the same members as input and makes its values normal between 00 and 11. It then
returns the output list with the same size as input.

Frequency measurement for each input varies to a range of 0-1, which is a floating point value
range when we have high accuracy. The measurement is different for each input by subtracting
meaning (centering) and dividing by standard deviation so that the distribution has zero meaning
and standard deviation for each.

3.4 Dimensionality Reduction

The number of input features, variables, or columns present in a given dataset, this is known as
dimensionality, and the process of reducing these features is known as dimensionality reduction.
Dimensional reduction techniques can be defined as a method of converting datasets of higher
dimensions to datasets of lower dimensions ensuring that it provides uniform information. In this
step, we have to use PCA (Principle Component Analysis). PCA is used for visualization, noise
filtering and feature extraction. PCA is a dimensionality reduction that identifies significant
relationships in our data, transforming existing data based on these relationships. Then scales the
importance of these relationships so that we can keep the most important relationships and discard
the others. These techniques are widely used in machine learning to obtain a better fit predictive
model while solving classification and regression problems.

4. Result Generation

The final result will be generated on the basis of overall classification and prediction. The
performance of this proposed approach is evaluated using certain measures, such as,
The accuracy of the classifier refers to the capability of the classifier. It correctly predicts class labels,
and the accuracy of the predictor refers to how well a given predictor can predict the value of the
predicted attribute for new data.

AC= (TP+TN)/ (TP+TN+FP+EN)
Precision is defined as the number of true positives divided by the number of true positives and
the number of false positives.

Precision=TP/ (TP+FP)
nnnThe recall is the number of correct results divided by the number of results that should have
been returned. In binary classification, recall is called sensitivity.

Recall=TP/ (TP+FN)
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FIGURE 4.2.7.2: Explained Variance vs Principal Components

5. Conclusion& Future Enhancement

This system was proposed for efficient botnet detection in IoT networks using deep learning
algorithms such as LSTM and CNN. The effectiveness of this method was validated by conducting
extensive experiments with the most relevant publicly available datasets (BOT-IoT) in binary and
multi-class classification scenarios. In this context, Bot IoT was used as a dataset because of its regular
updates, wide attack diversity, and different network protocols. We evaluate our proposed approach
using the Bot-IoT dataset. The analysis of experimental results showed that our proposed method is
efficient and can achieve better performance results on average than LSTM. As a future work, it will
be interesting to evaluate the performance of some unsupervised algorithms. In addition, we
implemented various deep and machine learning algorithms independently of each other. In the
future, we should combine various machine learning and deep learning
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