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Abstract

The escalating frequency of data breaches in cloud storage
environments has exposed the inadequacies of monolithic
security models, where static authentication and opaque server-
side encryption fail to protect against credential compromise and
insider threats. This work presents Zenith, a secure cloud
that
mechanisms across three critical domains: cryptographic access

management platform unifies multi-layered defense
control, hybrid dual-encryption architecture, and automated
threat detection. The Security Management Service implements
REC 6238-compliant Time-based One-Time Password (TOTP)
authentication using HMAC-SHAT1 verification with a flexible 90-
second drift tolerance window, achieving verification speeds of
10-20ms while mitigating replay attacks. The encryption
framework introduces a hybrid model offering Server-Side
Encryption (SSE) using AWS S3 native AES-256 for general
performance, and a zero-knowledge Client-Side Encryption (CSE)
architecture that derives 256-bit keys using PBKDF2-HMAC-
SHA256 with 100,000 iterations and a unique 16-byte salt,
ensuring the platform possesses no decryption capability for
sensitive data. To proactively prevent data leakage, an Automated
Sensitive Data Detection pipeline utilizes regex-based pattern
matching to identify Personally Identifiable Information (PII),
credit card sequences (13-16 digits), and private IP ranges in real-
time, automatically triggering mandatory encryption workflows
for flagged files. Data durability and disaster recovery are secured
(CRR)
approximately 2,800 miles (N. Virginia to Oregon), achieving
99.999999999% (eleven nines) data durability with eventual

consistency typically achieved within 15 minutes.Comprehensive

through AWS Cross-Region Replication spanning

session auditing through MongoDB collects the device fingerprint


mailto:toce.atharva@gmail.com
mailto:arunkumarr4905@gmail.com
mailto:pritivi957@gmail.com
https://sajet.in/index.php/journal/
https://sajet.in/index.php/journal/

Atharva Gupta et al., (2026)

and geolocation information, giving fine-grained visibility to
access patterns. Experimental validation looks at that the platform
balances rigorous security with operational efficiency,
maintaining a client-side encryption overhead of only 200-300ms
per megabyte, effectively establishing a compliant, resilient, and
transparent foundation for secure cloud data management.

1. INTRODUCTION

The cloud has become the foundational building block of today's digital ecosystem, giving
organizations the ability to grow infrastructure, release apps around the globe, and handle workloads
without being held back by physical hardware. This is provided as different service models which
include laa$S (Infrastructure as a Service), PaaS (Platform as a Service) and Saa$S (Software as a Service).
But with more companies moving their sensitive data into the clouds, security has become the most
important thing: Big players like Amazon Web Services(AWS) have shared-responsibility model that
guarantees safety of the cloud but leaves very important job of securing things within the cloud
including encrypting the information we store there, making sure only certain people can see it and
controlling who those are up to us.

In spite of having strong tools from hyperscale vendors, the implementation of cloud security is
still full of operational complexities. One major challenge comes as a "security silo" — authentication,
encryption keys and audit logs are controlled through disparate interfaces This fragmentation usually
leads to misconfiguration, this is one of the most frequent breach paths: Standard password-based
auth isn't enough anymore because it can be attacked by smart phishing and credential stuffing, but
lots of systems don't have built-in multi-factor rules. Furthermore, traditional encryption strategies
often force a binary choice: relying entirely on server-side encryption (where the provider holds the
keys) or managing complex client-side encryption workflows manually. And with no flexibility there
is danger for businesses especially if they have personal information about people or information that
must follow rules.

These problems are more serious because cloud storage is changing. With datasets growing
exponentially, it's almost impossible to manually sort through millions of uploaded files to find the
sensitive ones. Without an automatic detection mechanism in place it could lead to credit card
numbers or API keys being unintentionally stored within an unencrypted or publicly accessible
storage bucket resulting in huge compliance problems. Moreover, reliance on a single geographic
region for data storage introduces a single point of failure, threatening business continuity in the
event of regional outages or natural disasters. In these situations, having automated threat detection,
redundant architecture and zero-knowledge privacy aren't optional anymore; they're essential if you
want your organization to stay compliant with regulations and maintain data integrity.
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Figure 1: System Architecture Diagram
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To address these limitations, this work presents Zenith, a comprehensive Security Management
Service designed to unify authentication, encryption, and monitoring into a single, cohesive
framework. /The platform uses a hybrid dual encryption architecture which can switch between
server side encryption(SSE) when performance is needed and client side encryption(CSE) when zero
knowledge privacy is required. The access control level enforces strong RFC 6238 two factor
authentication(2FA) as well as session auditing to prevent unauthorized access.

Underlying the platform is an intelligent threat detection engine which applies regex pattern
matching to find out the sensitive information being uploaded just as to force encryption before any
such data ever reaches a persistent storage system. The second is through automated Cross-Region
Replication (CRR), the system also guarantees disaster recovery; it maintains synchronized replicas of
data over far away AWS regions. The proposed architecture is validated with its own integrated
experiments and thus proves that by adopting layered security methods can greatly reduce current
cloud weaknesses. This change will allow us to convert our fragmented security into one autonomous
yet robust ecosystem ready for compliance.

2. LITERATURE SURVEY

This section evaluates past work in three topics areas: Multi-Cloud Security Posture,
Cryptographic Key Management, and Automated Threat Detection. The limitations of current
methodologies have been analyzed and this survey highlights the specific research gap which is
targeted by Zenith Security Management Service

2.1 Cloud Security Posture and Misconfiguration Risks

Context&Advantages: As the move towards multi - cloud architecture has decentralised security
responsibility, research by Subashini and Kavitha [11] shows how the cloud service models(IaaS/PaaS)
although scalable, fragment the security perimeter. Kumar and Devi [2] talk about Cloud Security
Posture Management (CSPM) tools emerging that monitor these distributed environments for
compliance and confidentiality of data. The main benefit to these existing frameworks is being able to
audit static configuration against standards like CIS/NIST

Existing Limitations (The Gap): But still there is a big weakness called the "Operational
Fragmentation" of these tools. Kumar & Devi [9] state that cloud misconfigurations - often human
error due to different dashboards - remains one of the top breach vectors. Standard security tools
work alone, with authentication logs split apart from files accessed logs. The lack of unified visibility
leads to an inability to link up events, exposing businesses to 'slow bleed' attacks, in which tiny
configuration slips become big dangers over time [5].

Project Inspiration & Contribution: Zenith tackles such fragmentation by combining
authentication, encryption, and audit within one operational workflow. With RFC 6238 compliant
Two-Factor Authentication added to Continuous Session Fingerprinting (User-Agent tracking plus
Geolocation), the silos described by Gupta and Kumar [5] are eliminated. this makes it so that
checking who someone is when they want something from our computer and giving them what they
need are linked up closely; if things go wrong, bad guys can't mess with stuff they shouldn't be
touching.

2.2 Cryptographic Architectures and Key Management

Context & Advantages: Encryption is a cornerstone for data privacy Patel et al.[1] stress that end-
to-end encryption(E2EE) must be present in order to protect provider-level snooping over multible
clouds Vrancken [10] further argues for multi-layer cryptographic resilience and states that only
relying on one single encryption standard will not be sufficient when dealing with high-value data
Industry standard tends to prefer Server-side Encryption (SSE) mainly because it seamlessly
integrates and causes no performance loss for clients.. Patel et al.[1] stress that end-to-end
encryption(E2EE) must be present in order to protect provider-level snooping over multible clouds
Vrancken [10] further argues for multi-layer cryptographic resilience and states that only relying on
one single encryption standard will not be sufficient when dealing with high-value data Industry
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standard tends to prefer Server-side Encryption (SSE) mainly because it seamlessly integrates and
causes no performance loss for clients.

Existing Limitations (The Gap): The reliance on SSE introduces a "Custodian Trust" issue. As
noted by Wang et al. [12], public auditing of data integrity is difficult when the cloud provider holds
both the data and the decryption keys. While Patel et al. [1] argue for client-side encryption, they
acknowledge that current implementations are often cumbersome, requiring manual file processing
that degrades user experience. There is a distinct lack of hybrid systems that democratize Zero-
Knowledge privacy without requiring users to be cryptography experts.

Project Inspiration & Contribution: Zenith bridges this gap by implementing the Hybrid Dual-
Encryption Architecture. Following the recommendations of Vrancken [10], the system offers an
automated choice between SSE (AES-256) for general files and Client-Side Encryption (CSE) for
sensitive data. By automating the PBKDF2 key derivation and AES-256-CBC encryption directly in
the browser, Zenith ensures the platform never possesses the decryption keys for sensitive assets,
solving the custodian trust issue while maintaining usability.

2.3 Automated Threat Detection and Resilience

Context & Advantages: With the exponential growth of unstructured data, manual classification
of sensitive files is impossible. Zhang et al. [4] demonstrate that pattern-matching algorithms are
highly effective for detecting Sensitive Data (such as PII) in cloud storage systems. Furthermore, to
ensure data survival against catastrophic failure, Thompson and Rodriguez [6] validate Cross-Region
Replication (CRR) as the gold standard for achieving "eleven nines" durability.

Existing Limitations (The Gap): A major deficiency in current Data Loss Prevention (DLP) tools is
their "Reactive Latency." Zhang et al. [4] note that many systems perform post-upload scanning,
creating a window where sensitive data resides unencrypted before being flagged. Additionally,
while replication strategies are discussed by Thompson [6], they are often treated as distinct from
security, leading to scenarios where encrypted data is replicated without its associated security
context or metadata.

Project Inspiration & Contribution: Zenith shifts the paradigm from reactive to Proactive Threat
Detection. Utilizing the pattern-matching strategies proposed by Zhang et al. [4], the platform scans
files for credit card numbers and private keys before upload completion. If sensitive patterns are
detected, the system enforces a Mandatory Encryption Workflow, preventing the data from ever
entering the storage layer in plaintext. Furthermore, the platform integrates security with durability
by automatically replicating these encrypted assets to a secondary region (Oregon), ensuring the
disaster recovery standards outlined by Thompson [6] are met without manual intervention.

3. METHODOLOGY

The proposed Zenith Security Management Service is designed as a modular defense system
designed to reduce the risks associated with unauthorized access, data leakage, and regional
infrastructure failure. The methodology integrates three core mechanisms: adaptive authentication,
hybrid cryptographic storage, and automated pre-processing for threat detection.

3.1 Adaptive Authentication and Session Integrity

To address the vulnerabilities of static credentials, the platform enforces a Time-based One-Time
Password (TOTP)mechanism adhering to IETF RFC 6238. The authentication workflow operates in
two phases:

1. Provisioning: A 32-character Base32 secret key is generated via the PyOTP library and
exchanged via a QR code (encoded as a Base64 Data URL) to the user’s authenticator
application.

2. Verification: The backend validates user-supplied tokens using HMAC-SHA1. To mitigate
network latency and client-server clock drift, the validation logic implements a rolling time
window of +30 seconds (evaluating the previous, current, and future epochs), providing a
total drift tolerance of 90 seconds.
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Upon successful verification, the system initializes a session document in MongoDB, which
includes a device fingerprint(parsed User-Agent and Operating System) and IP-based geolocation.
Security is maintained via a JWT token with a 30-day expiration, enforced by an automated 24-hour
inactivity logout and immediate session termination upon password changes. This ensures granular
auditability, with all access events logged to an immutable activity_log collection.

3.2 Hybrid Dual-Encryption Architecture

The system employs a Dual-Mode Encryption Framework [1] to balance operational performance

with data privacy. Users select the encryption mode based on data sensitivity:

e Server-Side Encryption (SSE): For general business documents, the system leverages AWS S3-
managed AES-256. Keys are handled transparently by the provider, ensuring zero client-side
latency.

e C(lient-Side Encryption (CSE): For high-sensitivity data, the platform implements a Zero-
Knowledge Architecture. Before transmission, the browser derives a 256-bit symmetric key
from the user’s password using PBKDF2-HMAC-SHA256 with N=100,000 iterations and a
unique 16-byte salt. The file is encrypted using AES-256-CBC with PKCS7 padding and
stored in the format:

Filestored =[Salt16B ]//[IV16B ]// [Encrypted Data]

This ensures that the server never possesses the plaintext data or the decryption key.
Performance analysis indicates a client-side processing overhead of approximately 200-300ms
per megabyte.

- CLIENT-SIDE DECRYPTION FLOW
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Figure 2: Client Side Flow Diagram

3.3 Automated Threat Detection and Geographic Resilience

To prevent the inadvertent storage of sensitive information, the methodology incorporates a Pre-
Upload Inspection Layer utilizing regex-based pattern matching [4]. The system scans text-based
streams (UTF-8 decoded) for three primary risk vectors:

1. Financial Data: Credit card sequences matching \b(?:\d[ -]*?){13,16}\b.

2. Credentials: Keywords such as "api_key", "private_key", and "token".
3. Network Configs: Private IP ranges (10.x.x.x, 192.168.x.x).
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If any pattern matches, the system flags the file (is_sensitive: true) and aborts the direct upload,
triggering a Mandatory Encryption Workflow that forces the user to apply Client-Side Encryption.
To ensure Disaster Recovery (DR), all encrypted objects are replicated via AWS S3 Cross-Region
Replication (CRR)[3] from the primary region (us-east-1, N. Virginia) to a secondary region (us-west-2,
Oregon). This geographic separation of ~2,800 miles guarantees 99.999999999% (eleven nines) data
durability, ensuring business continuity even in the event of a total regional outage.

Key Improvements Made:
»  Consolidated: Merged "Sensitive Data Detection" and "Geo Redundancy" into one section on
Threat Mitigation to improve flow.
»  Formalized: Changed "The user scans this QR code" to "Provisioning... exchanged via a QR
code".
» Mathematized: Presented the storage format as a formal equation and used standard
notation for the time window (+30 seconds).

4. RESULTS:

This section presents the experimental results obtained from evaluating the proposed sensitive
data detection and encryption framework. The analysis focuses on measuring detection accuracy,
classification reliability, and encryption characteristics under controlled test conditions. The results
provide quantitative insight into the system’s effectiveness and highlight key performance trade-offs
observed during implementation.

Table 1: Sensitive Data Pattern Matching Evaluation Results

Metric Value Description / Formula
Test Dataset Size 50 30 sensitive + 20 non-sensitive cases
True Positives (TP) 25 Sensitive data correctly detected
True Negatives (TN) 13 Safe data correctly ignored
False Positives (FP) 7 Safe data incorrectly flagged
False Negatives (FN) 5 Sensitive data missed
Accuracy (%) 76.0 (TP +TN) / Total
Recall (Detection Rate %) 83.3 TP /(TP + EN)
Precision (%) 78.1 TP / (TP + FP)
False Positive Rate (%) 35.0 FP / (FP + TN)
F1-Score (%) 80.6 2 x (Precision x Recall) / (Precision + Recall)

Table 1 illustrates the performance of the sensitive data pattern matching module evaluated on a
controlled dataset consisting of 50 test cases, including both sensitive and non-sensitive samples. The
system recorded an overall accuracy of 76.0%, indicating acceptable performance when applied to
realistic input scenarios. The recall rate of 83.3% shows that a significant proportion of sensitive data
instances were correctly identified, which is particularly important in security-related applications
where undetected sensitive information can result in potential data exposure.

The precision value of 78.1% reflects a reasonable level of detection reliability, although the
presence of false positives affected overall performance. A false positive rate of 35.0% was observed,
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primarily due to the occurrence of security-related keywords within documentation files and
technical terminology that did not represent actual sensitive data. The resulting F1-score of 80.6%
demonstrates a balanced relationship between precision and recall. Overall, the findings suggest that
the proposed pattern matching approach serves as an effective baseline solution for sensitive data
detection, while also indicating clear opportunities for improvement through the incorporation of

contextual or semantic analysis techniques to enhance accuracy and minimize false alarms.

Table 2: Sensitive Data Pattern Matching Evaluation Results

Metric Server-Side Encryption (AWS Client-Side Encryption (AES-

KMS) 256)

Encryption Algorithm AES-256-GCM AES-256-CBC

Key Management Cloud-managed (HSM) User-derived (PBKDF2)

User Password Required No Yes

Zero-Knowledge Security No Yes

Encryption Overhead None 32 bytes (Salt +1V)

Key Recovery Possible Impossible if password lost

Compliance Standard

FIPS 140-2 Level 2

NIST SP 800-132

Integration with Detection

Automatic

User-selected after detection

Table 2 compares the characteristics of server-side and client-side encryption approaches used in
the proposed system. Server-side encryption, implemented using AWS Key Management Service
(KMS), relies on the AES-256-GCM algorithm with cloud-managed keys protected by hardware
security modules. This approach does not require user involvement for key handling and enables
automatic encryption once sensitive data is detected. As a result, it offers ease of use and seamless
integration, making it suitable for scenarios where performance and operational simplicity are
priorities.

In contrast, client-side encryption employs the AES-256-CBC algorithm with keys derived from
user-provided passwords using the PBKDF2 mechanism. This method requires explicit user
participation and introduces a small encryption overhead due to the inclusion of salt and
initialization vectors. However, it provides zero-knowledge security, ensuring that encryption keys
are never accessible to the server. While key recovery is not possible if the password is lost, this
approach offers stronger user control and aligns with strict data confidentiality requirements. Overall,
the comparison highlights a clear trade-off between automation and security ownership,
demonstrating the flexibility of the system in supporting different security models based on user or
application needs.
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Description: The Security module provides a streamlined interface for secure file handling with
built-in automated encryption. Uploaded files are scanned to identify any sensitive content and
encrypted using Server-side KMS, with options for manual encryption when needed. The interface
also displays stored encrypted files along with download and deletion controls.

Key Observations:
» Automatic Server-side KMS encryption safeguards sensitive uploads without user
intervention.
»  Optional manual encryption mode offers operator-level control.
»  Replication of encrypted files enhances durability across regions.
»  Simple download/delete actions support secure file lifecycle management.

Output Comparison on Encryption:
Server side test.txt file: the file was encrypted using Server Side Encryption on aws bucket

000 B test.txt

Modern computing systems increasingly rely on automation to handle repetitive and data-intensive
tasks. As data volumes grow, efficiency and accuracy become critical performance indicators for
any system. Simple rule-based mechanisms, when combined with structured evaluation metrics, can
provide reliable baseline results before introducing more complex models.

In software engineering, trade-offs are common between performance, security, and usability.
Systems optimized for speed may sacrifice flexibility, while highly secure systems often
introduce additional computational overhead. Evaluating these trade-offs using measurable

metrics enables informed design decisions and incremental improvement.

Consistency in documentation, testing, and reporting plays a significant role in maintaining
software quality. Clear presentation of results, supported by quantitative amalysis, improves
reproducibility and strengthens the credibility of experimental outcomes.

Client side test.txt file: the file was encrypted using Client Side Encryption
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5. CONCLUSION

The Zenith Security Management Service establishes a wunified, multi-layered defense
architecture that effectively resolves the conflict between rigorous data protection and operational
efficiency in cloud environments. By integrating RFC 6238-compliant Two-Factor Authentication,
hybrid dual-encryption workflows, and automated threat detection, the platform mitigates critical
vulnerabilities associated with credential compromise and data leakage. The system’s architecture
demonstrates that "Zero Trust" principles can be operationalized without creating significant
bottlenecks, maintaining a minimal client-side encryption overhead of 200-300ms per megabyte.

The platform’s core innovation lies in its proactive and resilient design. The Zero-Knowledge
Client-Side Encryption (CSE) ensures that high-sensitivity data remains mathematically inaccessible
to the provider, while the Automated Pattern-Matching Engine preemptively blocks the upload of
unencrypted PII. Furthermore, the seamless orchestration of AWS Cross-Region Replication (CRR)
guarantees "eleven nines" data durability, ensuring business continuity against regional failures.
Future work is an extended work of thisframework by incorporating Al-driven anomaly detection to
identify behavioral threats in real-time and exploring blockchain-based immutable logging for
enhanced audit transparency.
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